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, II. EXECUTIVE SUMMARY 

. ,.r 

background 

Valuable U.S. unclassified technology with military application is 
leaving our shores and Is providing our adversaries «lt hth e»eanst° 
Increase their military potential to the detriment of U.S. national _ 
security Interests, the U.S. Intelligence community has concluded tha 
if this situation is allowed to continue, the military posture of o 
adversaries^!? improve at an accelerated pace and reduce U.S. lead time 
advantage in certain Important areas of research and development. 
Notwithstanding these warnings, the U.S. Government has not taken the 
initiative to deny our adversaries that which they need to cut their 
J“^lon costs^orten their production times, and improve the quality 
of military products that. may someday be used against this natlo . 

over the years, efforts to control or restrict the dissemination of 
unclassified technology with military application has “? 
from various quarters of the government. Industry, . 

mmimitv Moreover, Congress has continued to press for legislation 

that would encourage public disclosure, the most obvious « a “Pl® being 

pnor tment of the Freedom of Information Act. This legislation, in 
cart icular^tended to create an attitude within the government to push 
scientific and technical data Into the public domain. Indeed, th \ * 
of 'openness In government,” established In law. Is carried th s°ug 
wide°variety of MD Issuances that establish mechanisms through which 
technology may he transferred. 

Though the DOD shares the view that we cannot totally stop our 
adversaries from acquiring the military-related technology in a free 
society and that stemming the flow of such technology is, in -itself 
. complex , a th e Deputy Under Secretary of Defense (Policy) directed that ^ 
reDort be developed to formulate recommended actions that could be taken 
unilaterally^ythe Department to bring about more effective control over 
important military technology. 

OBJECTIVES 

The objectives of this effort are: 1) to develop methods designed to 
give effect to control of U.S. militarlly-slgnlf leant technology within 

DOD and defense industry, given the parameters of 1 1®* /mechanisms 
relations: 2) to focus attention on principal necnanisms 

h?ough wiuh un^assi^d [ethnology with military . application is 
transferred; and 3) to Identify any weakness ln 
propose a methodology to identify technologies to be protected. 
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CURRENT CONTROLS AUTHORIZED 
U,S» Lavs 

Statutory limitations ^rnl^th^control £ “J^aL Security V ■ 
amended^ the Arms ^ ^ 

fe^c"^^^ technical data f^ the U.S. aa veil as the 
access of foreign nations la to such Items In the U.S. 

From these laws and their Implementing Issuances, it Is clear that 
the President has authority to control the ^tlnns. 

the^Secretary^of defense has a^ndate to full, implement visions 

of 6 the export control laws as their ^/^^^rn^ornation^ 
by, produced by or for, or under th - h Secretary of Defense to 

arsrvs 

rrnS 5srX5s*i5^uS: ^• r ~ gy.‘ r. " ; 

unclassified technical data records were requested 

Control List were in government «cords«>d ^ n )TZTion Act (FOIA) . 
by a member of the public unde release is made, 

there Is no basis in law and It Cou^d appear that- under -the 

control of the technical data Is lost and “ ^ regulatlonSi tbe 

provisions o£ .^^P^ ^ata wirtout benefit of license, 
requester could “££tlve Exemption allowing government agencies to 

A proposed protective exempt snorted without an approval or 

withhold "technical data t at may n stratlon to amend the FCIA. 

license has been recommended by this Ad» t “ FOIA by adding 
Historically, Congress has £cen reluc ^ ^ ^ hesitant In amending 
more exemptions. However, C g ,, , . bat information subject to 

the export pltc’d 'closure Jfder the (b )3 exemption 

: ** > ubUc > ! 1 t scl08Ute of 

information subject to such la » B tUle P 10, ‘united States . 

POP has also developed a p opo a to -end title^ ^ ^ 

o^- -sclosur^o^hich outslde s the. 3 . 

Government could reasonably **P eB aratlon al advantage to the U.S. 
significant military technological oroperation^ could be withheld from 

■isfuifSSS » I-—* •“““•> " 
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j^gglglatlve_Reco^^Ratlon6_to_Alter_Cutr«it_Contr^^AH^^^^ 

Ve support these DOD ^“application and recommend that POE 

^SSt^flSUtL. Chat could take the form 

either: 

I An amendment To *e Ex^rt' Administration Act and the Arms 

Bv'separate 1 legislation that vould become withholding statutes 

under section Cb)3 of the FOIA. 

Presidential Directive 

«e.irrARsfuli consideration might he 
If legislative ^classification system to protect the 

given to expanding tne use 

technical data of concern. promulgated that provides the 

A Presidential Order has al y safeguarding against 

proper^classlf lcatlon of J people In both 

unauthorized disclosure. Indeed, a su that 

government and Industry have ld be protected against Public 

mill tarlly-s ignif leant ^hnology could J ^ classification system, 
disclosure and foreign to lntro duce a fourth level of 

A proposal was developed y " lled t o Information, the 

classification. Restricted to ' ®PP nab i y could be expected to cause . 
unauthorized disclosure ° f ^ 0 i or y „iutary advantage and thus 

the loss to the U.S. of lnteres t 8 0 f national security. As an 
require protection i^he inte_ . POD also has under 

alternative to the Restricted P ? lcatlon of the Confidential 

consideration a concept for ^ e ^V ul ult h modification of the 
Classification to this permit less restrictive access and 

safeguarding requirements that w * u classification to protect 

handling. The advantage in using « s *f““ B * cb formation classified as 
militarlly-slgnlflcant t ech "° ; be withheld from requestors under 

either “Restricted or Conflden classification of this body of 

the FOIA. The disadvantages wo and vou id impede E-S- research. 

Information would not be c oDerations to an unacceptable degree, 

development and foreign market 8 P classification as a means to 

control^thi^body o^materla^l^mlght best be achieved by: 

■ •_ creating a fourth level of classification with reduced handling 

Eslng 1 the°Conf idential classification with similarly reduced 
safeguarding requirements. 
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‘.“jsr 

r^ssru^Esrr asks- f-ar 

made throughout these issuances P to transfer through the 

Bechanlsm Z estahllshed r hy t Ae Blrectlve^or^Instructlon. Ko«e^e^ ^ 

sssS’-SrA «saa 

■*-* ^fSlTU .« -» « 

to the lniorrn MI) lssua nces reviewed • for D0St programs 

explicit Whether they apply to industry ^J^rthel the principal 

established by these ^Issuances ^def^ ^ unclaB6lfled technology with 

mil itary'appl Icat Ion. _ commendable one In our ®°t lety * wlth 

TVinnch the "openness theme ate acquiring U«S» 

s:iiU"Vr .»!*•«« - -"‘* a 

unclassified technology with slgnt 
Qjjf adversaries. 

Recommendations 

Accordingly, we recommend that: _ ^ ^ . 

_ The Secretary of Defense cau ®* f *^^0^ require the release 

protection of unclassified nse should establish 

- Criteria for Identification of t^ose military t nte t0 take 

SJS5S- ■“““‘““•.S tSSwu. th.. r « .«•» 

provided to foreign nationals. 

■ mrriPAL HECHAHISHS THROUGH MUCH TECHNOLOGY IS .RANeFERRE 
| technology with military b F p 
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illegally. For purple of this report, they are con^ldated Into six 
general categories; public release, clandestine, sales, exchang 
agreements, meetings, and international corporate arrangements. Each is 

treated in detail In the main body of this report. 

Ve find that within each mechanism, adequate provisions is made for 

the protection of classified technological information against 
unauthorized disclosure and that foreign access to this body of 
information is controlled effectively under the National Disclosure 
Policy. However, as pointed out above, the issuances governing these 

mechanisms generally fail to provide for the i°“?Lu?e tnd 

technology with military application against public disclosure and 
foreign access. Thus, important technical data is easily acquired by our 
adversaries through a number of channels. We also find that personnel in 
both DOD and its contractor facilities who process inf oroat Ion through 
these varied mechanisms are uncertain as to what technical data needs 
protection against disclosure because of a paucity of top lev® 1 
guidance. For example, they view the Militarily Critical Technolog es 
Llst(MCTL) as vague in its application. The ^isnotocontrol list 
per se nor does it preclude public disclosure of the items listed. 

P For information generated within or processed through the mechanisms 
in place in BOD and Industry for the dissemination of technology, there 
is no standard that is uniformly applied to each such mechanism to 
protect unclassified technology with military application against public 

disclosure and foreign access. 

Reco mmendations 

To provide for more effective control over unclassified technology 
vith militarv application that is processed through such transfer 
mechanisms, we have recommended specific actions that, if adopted, wou 

- define critical technology and establish criteria for 
identifying such technology; 

apply such definition and criteria uniformly to all mechanisms 
through which technology is disseminated; and 

- establish guidance for the use of all POD personnel and 
contractors that would form the basis for determinations 
relative to public release approval, export license 
applications, patent applications and disclosures at symposia, 

seminars and other public meetings. 

METHODOLOGY IN IDENTIFYING ELEilENTS OF INFORMATION THAT REQUIRE CONTROL 

# 

Discussion 

In-depth discussions were held with over two hundred P®°P^JLn 
government end in industry who ere directly involved in that 

deal with the handling of unclassified technology with military 
i4»srlnn Thoueh these people expressed different views on how 
important formation should be controlled, there is a consensus among 
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then .he. the .... teet he. 

precision ^"“5'.^'“^,, "Soviet Acquisition of Western 
An unclassified April 1902 lja P no. and Western 

Technology,’ describes the » technological needs for such 

technology and P r ®^“ 8 t £ a [ CO uld someday find application in 

technology through the 1980 s that c that the C IA report is . • ' . 

weapons used to threaten tlve an e Legislative Branches and 

favorably accepted throughout the Becutive^an 

because it is unclassifie , t nay focusing attention on the 

Notwithstanding its obvious useful dln -guidance Is to what to protect 
technology transfer problem and le 88 of utilizing the report 

against, little has been accomplished f in ^ ^ to fee a logU al place 

In such a manner. In our vlew ;*; L thecontrol of unclassified 

for POD to begin to set its P^iorltl for d Sov i et technological 

technology with military application. Identified in the CIA 

needs and acquisition targets *”"f a technologies. It is reasonable to 
report, are nearly all defe formation comprising the technologies 

assume that certain elements ° £ ^°£guarded agllnst 'unauthorized . 
are classified and are ^Xtaniial imount of information, however, 

srssu: 5 ■■ - 

information that needs to be identified. manner similar to 

Ve believe that the task can ^ accomplished i» project, and . 

that used by POP to Identify for each classlfie^prog 

system the items of informa on project or systems managers, 

classified. Under this procedure, progra. », P^: 3 ^ lnfornat ion within 
in accordance with POP guidance, d t req uire classification. 

• their respective areas that are “"military application, the 

In the case of unclassified techno gy technology or equipment 

approach would be to develop statemen s for each ^ 

identified by the intelligence community P oe equlpro ent that 

identifying unclassified aspects o d foreign dissemination, 

should be protected against P^Hc disclosure^ ^^8^ Crltlcal 
We do not contemplate the devel p Tnstea d ve propose the preparation 

ss s ass .. — ~ - - 

to its acquisition. • ,. r _ Rt atements may appear to some to he 

The preparation of such guidance research and 

a formidable task. however, f rnn whom we solicited views on this 
development people ^nd °thers considered feasible, practical 

subject, the accomplishment of the tasKxn 
and not as complex as some would believe. 
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This task could be accomplished by forming small Cask groups for each 
technology Identified, comprised of knowledgeable representatives of the 
research and engineering staffs of the Secretary of Defense and affected 
military departments and representatives of DIA, or other appropriate 
intelligence components* These teams would be charged to prepare a 
guidance statement on each technology to Include information that Is 
determined to be unclassified but nevertheless militarily-signif leant In 
the sense that it is not possessed by, or available to, potential 
adversaries and which. If acquired by them, would permit a substantial 
advance in their military capabilities or lead them to acquisition of the 
technology of concern* For each technology, the team should be isolating 
that body of unclassified Information that satisfies one or more of the 
following criteria: 

- it contributes to the superior characteristics (performance, 
reliability, maintainability or cost) of current military 
systems; 

- it relates to specific military deficiencies of a potential 
adversary and would contribute significantly to the enhancement 
of their military mission; 

- it concerns an emerging technology with high potential for 
having a major impact upon advanced weapons systems. Such 
statements should be reviewed on, at least, an annual basis and 
changed as new information Is developed. 

The guidance statements should be widely disseminated to DOD systems, 
projects and program managers. Defense contractors involved in covered 
subject areas, public affairs officers, and export and patent application 
case processors* These statements should also be passed to the Office of 
Munitions Control of the Department of State and the Office of Export 
Administration of the Department of Commerce together with a request that 
these offices, in turn, caution the commercial sector and seek their 
cooperation In controlling such Information* 

These guidance statements would provide the basis for precise 
identification of unclassified data elements of information related to 
. • Tefense programs, projects or systems, whether classified or 

unclassified, that In any way involve the technology to which the 
guidance pertains* Once the data elements are identified by DOD program, 
project, or systems managers, that identification needs to be conveyed to 
those who generate, acquire or access the Information In government and 
industry together with instructions relative to control and disclosure* 

Recommendations * 

Ue recommend that: ' 

POP establish priorities as to what unclassified technology with 
military application needs to be protected with the focus of the 
effort centered on the technologies already Identified by the 
P.S. intelligence community as Soviet priority targets* 
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' - Task groups b«ormed for purposes of develop^ a guldauce 

statement relative to each such technology. c ecre tary*s 

- The guidance statements be used to satisfy the Secretary 
statutory responsibilities to specify vhat unclassified • 

« technical data" la subject to export licensing requirements. 

- Theguldance statements be widely diasemlnated for use of 

license and patent application case processors, public affairs 
officers and more particularly, to DCD program, P r °j * ... 

systems managers to Identify data elements of information within 

■ each such activity under their jurisdiction that require control. 

Disclosure decisions be based on such guidance and the published 

definition and criteria for critical technology* 

METHODOLOGY FOR NOTIFYING INDUSTRY OF ITEMS IDENTIFIED AS REQUIRING 
CONTROL 

Olscusslon 

Much of the information that Is addressed in this report Is 

generated, acquired^ or otherwise handled through DOD^contrac^ua^^^^ 

stirs 17 tb * 

, POE to require protection against public disclosure and forelg 

dissemination. epecl£lcatlon forD cou ld be used as an 

4 ii ovi i - 4 4* v for industry elements of unclassified information that ar 
mllitarily-slgnif leant technology and are required to be approvedfor ^ 
vitTr^lease bv the DOD or are required to have export license prior to 
foreign dissemination. This instrument could be made P art °?* he . 

contract and would obligate Industry to protect the Information 

identified therein as DOD desires that It be protected. 

Recommendation 

Ve recommend that Defense Acquisition Regulations P^scribe that 

unclassified technology with military application requiring protec 

specification* 

ALTERNATE METHODS OF CONTROL 

Discussion # 

There are four methods of controlling unclassified technology with . 
military application that we believe are worthy of consideration, .he 
• first is control by classification* 
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5S-Jt5Sf 

f or^ re search and development, and marketing operations both 

foreign and domestic, would be the^OD considered’ introduction ' 

' ITo^rJlTf classification'* with a lower threshold than 

of a fourt . , tf proposal was adopted, then 

alternative concept under consideration 7 

of the Confidential classification with ^J^rlyiess 

restrictive safeguarding requirements. Either way, the 

FOIA. • 

Cerondlv control of unclassified technology with - 

tKSuiorohS^stftg^ S^Scio^SSffice 

stringent than those prescribed for “ as ““* sclosure and foreign .. 
to protect this Information ag P i moose d on industry through 

b. -a’ wpltojU* 

information between U.S. entitles. . technology with military 

A third method of control or agreement between 

tfisra 
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' srssr [h „ 

css Tss.-ss'ssssss s 

sss sssss.*« su- 

sjssts : £.t”Srf- w’m.io. «m .».i» ~M«» *« 

"“m foS'-tb* »»U »• » «» *» 1 ” i “"’ '■ . 

• proprietary data is protected. 

- Defense contractor representatives gave a cle^ lndlcatlon that 
there is no standard method nor are there established sets or 
rules applicable to the protection of proprietary data again 
Public disclosure. Notwithstanding this lack of uniformity, it 
is generally viewed In Industry that the methods used to protect 
proprietary data satisfy corporate Interests. 

- It would not appear prudent for the Government to accept a 

assurance that it will protect technical data as 
■proprietary 8 ^ ta^wlthout certain knowledge of the adequacy of 
the limitations applied. The most serious flaw In this oethod 
Is that without any additional constraints. Industry would be 
free to disseminate the Information Identified by government as 
thev are now free to disseminate that which is proprietary 
the company? ThU could include disclosure in foreign sales and 
markeang vhen it was in the Interest of the contractor. 

Recommends t ions 

Concerning. these methods of control, we recommend the third 
alternative cited above be adopted, and that: 

The Defense Acquisition Regulations should be amended to require 
^?t ?v“y contract (classified or unclassified) involving 
unclassified technology with military 88 

sssMare « 

otherwise permit access by foreign nationals without sped 
authorization of the contracting authority or as may * 

%:t * 0 £,?£££ 
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_ Xhe DefensSnvestigative Service and the ilWnee Contract Audit. 
Agency should be directed to monitor compliance. 

An extensive education and awareness program be undertaken 
Immediately that Is designed to convey the requirements of these 
initiatives to DOD employees engaged in export license cases, 
patent application cases, public affairs review and to 
contractors performing in affected programs. 


SUMMATION 

There has been and continues to be a significant loss of valuable 
U.S. unclassified technology with military application that Is easily 
acquired by our adversaries, thus providing them with the means to 
increase their military potential to the detriment of U.S. national 
security Interests. In our open society. It Is neither feasible 
desirable to control totally this body of important information. 
Consequently, we must set our priorities and protect that which we 
possess in ways that are both practical and appropriate. 

A coherent U.S. program to control the loss of unclassified 
technology with military application must be established. First, tne 
laws that impact on the control of this valuable data must be amended to 
make them compatible rather than working at cross purposes, e.g., the 
export control laws vs. the Freedom of Information Act. government 

must identify. that information that is determined to require protection 
against public disclosure and foreign access with a greater degree of 

Pre< Within the DOD and among its contractors, mechanisms need to be 
established to ensure that uniform and comprehensive controls ^re imposed 
over the information in question. In this connection, ^should be noted 
that whatever system of controls is implemented, it is likely to be 
ineffectual without full cooperation of both government and ln “ ust ^* 

The Department of Defense, working within the parameters of existing 
laws and implementing regulations, is obligated to define what 
unclassified technology with military application requires control and to 
set forth criteria to assist DOD officials and defense contractors to 
identify the information deserving protection. Such definition a 
criteria should be applied uniformly and comprehensively to all 
mechanisms through which technology is transferred. There is a 
particular need for guidance at the lower echelons of command and 
supervision on which to base determinations relative to what can be sal 

publicly about a particular technology. . 

Finally, the responsibilities for effective implementation of this 

program must be vested in one controlling OSD office. 
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VI. 


CONCLUSIONS 



1. There is a consensus in government and . 

Union has benefited substantial y ^ efforts are 

technology with military application, 
unlikely to abate in the 1980 . 

. thin valuable data have enabled 

?. Soviet successes in acquiring BtemS at lower costs and in a 

shorter period 1 * than* would o^rwlse have been the case. 

3. Soviet acquisition of llestern technology ^has.also 

^r C X=n^^U^eeu the case. 

A. The technological advantages historically t^ujoy^d J 11Uatlon of 

Wes t etn^ t echnology°ther eby 1 causing the t.S. to spend more on its 
military programs. 


1 

X. Governmental restrictions ^ “ 

the development of such techno 6? and nay actually work to 

contrary to the s y® t *“ s ° f a ^ anal security interests by frustrating 
the disadvantage of U.S. nations Vhlle the government might 

industrial Initiative “^on the iarf of private industry in 
encourage voluntary restraint on the £ B ' d significant military 

developing or selling technology Strict such activities should 
application, government efforts to restric 

not extend beyond the export control laws. 

2. For work being P er ^°™f thrtltht/if^ot^hrtetponslblilty, to 
however, the government has “er 8 • developed under its 

ensure that the benefits of technology ^es for as long as 
sponsorship are gained by ^ vhat Bay be disclosed to the public 
That may be exported to or accessed by other countries or 

their representatives. 
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C. A program to control the loss of unclassified technolo g y 

vlth military application produced purs u ant to government contract o _ e _ 
not exist* 

1* Export control laws do not adequately control unclassified 
technical data related to technologies with military application, nor 
is there an effective means of otherwise controlling its pu 1 
disclosure and foreign access. 

2. Existing export control regulations leave open to broad 
interpretation what technical data is subject to export licensing 

requirements. 

3. Existing export control regulations, though recognizing that 
nubile disclosure Is tantamount to export by exempting from a _ 
specific export license requirement that which Is released to the 
nubile, do not In any way restrict domestic dissemination of 
technical data subject to export licensing requirements. 

A. The Freedom of Information Act does not exempt technical data 
that Is subject to export controls from release to the public. 

Insofor as DOD Is concerned, this has resulted In such data, as a 
general matter, being affirmatively pushed Into the pubilc domain 
through a number of mechanisms without regard for whether It may be 

subject to export control laws and regulations. 

5. Internal EOP policies governing the control of unclassified 
technical data with military application are inadequate not only in 
te^s of thelr failure to recognize and restrict pubilc dissemination 
of and foreign access to technical data subject to export ^controls, 
but also because these policies are not. In all cases, made 
applicable to Industry by contract or other legally-binding document. 



SSSaSgSSr 

controls, and to establish priorities for the protection of 
information so identified. 
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2 . The „.S. Intelligence co^nUy Kas^ovld^a *££%?** 
such determinations could be made,, b * ha ^ technical data 

priorities for nor with any P ^ process or by 

■S'SS-S* 

’w” S Jm h.. ». 

J. Both government nod lndontij pe”ll' *{ tanu'lltv *' 1 

technology with military ‘J^tM gmenta they should protect and In 
£ I 3 S.'Sr.^S, the development of such guidance. 



1. Current DOD policies and P-cedure^^vernlng the^ubllc ^ ; 

disclosure of, and foreign ^ sufficiently comprehensive 

military application dp not provide 6 « f l rMtlo / through the variety 

r^s^c-^rt' V, section B. of this report. 

2. Effective controls ar “ h ^j; l *“ P J^ 1 S b^defenne contractors, 

. generated, acquired, « W a classified contract nor 

are e theM S effectlve U and practical methods In place for the . 

enforcement of such controls. 

F . It is feaslble_to_estatll rb 

nrnfegt unclass lt led v ^ h ££mn Incurring 

aisclosure, or acces s by *°y 8 1 rh-rl " Pi ° f Infor m ation wltnln 

ciibstantlal c o sts; ut ,, ... . Shllltv ot pr i va te co^e rns 

' .o vernment an d Industry; (3 V |"? M| ,)„ M H tv of defense 

to do busine s s with POP; * jAnmestU an d International 

indust ry to compete successfully In t> hnth gove rnment 

commerce, notwithstanding, of cont rols Is likely to 


^y 6 ystem of controls Is likely to 

and ~ f ndustry, the Implementation of any system 
he Ineffectual. 
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VI I. kECOMMENBXTIONS 

______ cyctEM OF CO NTROL . 

A- TOJROn 5 LI°LA-£ 05 S 5 S ^ vould exempt 

1 Legislation should be sought that, 1 lcenen ts, from the 

.rSr.KV.'W — 

provisions of the of e i t her: 

„„ u ,. v! . «h «-t proposed b, 

a. an amendment of the X A. 3 .b) 

the Administration; (See a nd the . , 

b. amendments to the 

^ort Administration Act ^ „ sUhholdlng 

c. b, sepsrate le 8 islatlon that «oul Foi ^ (See Part V, Sec. ; 
statutes" under section b UJ 

A. 3 .b and c.) . legislative initiatives 

' h not viewed as preferable, if thes S q cxpandlng the use 

2. Thoug ^ ful consideration should be g fron the provisions 

are unsuccess » 6 vstem to exempt such disclosure and 

of the c J*® B “ d “therulIe protect it from publl X earlier, by 

Of the FOIA and oth^^ P be achieved, attemp 

foreign access. Thls^m g f clasBl£lca tion w “ h '““““ents for a 
creating a fourth estabU6hlng such do ta with military 

requirements, o y Information (e.g» tG , u , er »orlfic * 

particular category d to le protected unde P part v, Sec. 

■ A. 6 .C. and d.) instrument, the 

tj&xsz: S^atoJfsas s-“ - 

This definition and criteria « form t he basis for 

throughout the POP active to! inter alia, public release 
mahlng determinations rela t applications and 

maxing ort license and patent pp put>1 ic meetings, 

approvals, export seminars and other p 

disclosures at 6 ymp data defined 

information: ^ available to potential 

( 1 ) is not already possessed by, 

(l^'provldes an advantage in^erm^of^hejerfor^nce.^^ 

' ' systems^over system^currently employed by adversaries,. 
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2i*s» 5 

significantly to such “ P w iechnoiogy with high potential 

<» £i*“ SjS -~K* 

the United States. , 

. * f rViA Issuance recommended in paragraph 3 • , 

4. Pending promulgation o memorandum to heads of DOD 

above, the Secretary of Defen » J over t he loss of unclassified 
Components, should express his de flne unclassified technical 

technology with military application, def in t wle 


_ rogmr. an nr™- MB M ,I,;,ICT! 


application that requires protection. 

.a. The effort should take as ^^/““^eriigL-communlty as 
technologies already Identlfle y t rlorlty targets of, the 
being of military significance t , P farther refinement of 

Soviet Onion. ' (See Part V, Sec. ®; A ^ a “ ed Squired, It should 
this Soviet priority target list Is neneveu . 
be 1 accomplished on an expeditious basis. 

b. For each such technology f 

consisting of knowledgeabLe^representatlve^of the ^ MUUary 

engineering staffs of o/dIA, or other appropriate 

Departments and represen V L wlt hln a 30 - day time 

Intelligence components, would P lde ntlfy In generic terms 

frame, a guidance statemen uted to each such technology 

the unclassified technical data rela estabU shed by the 

that requires protection under^thedCtlte ^ Th 

:sss2 S’S.'SSTSS? uu, ..... .. «•«““*. •* 

he withheld under the FOXA... 

C. The guidance statements should^ to^thejxtent^^ 

reviewed by, and comments sol lneers tci the DOD, and 

project and expe rt in the particular and related 

contractor representatives e * , r 
fields of endeavors. 
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d. The guldSe statements developed^. ?ecretary of Defense for 

process should he approved by approved, given wide 

Research and Engineering, an • ^ defense contractors. 

circulation throughout DOD and ^ed^ UbU for; . . 

The guidance statements should t>e 

(1) satisfaction of th %f Secrewrils of State and 

rce^t^ncusflf led -technical data" Is subject to. 

( 2 ?° r rOD^processlng^of "export' licensing and patent 
application cases; i upon dissemination of 

nationals. 

?. Review for currency “ f ^ h ® h “^" 0l °hould°be C acconpUshld at least 
annually tndToutd bfsutjlct to chlnge at any time based on new 
Information. 


TO ESTABLISH MECHANISMS OF CONTROL: 


1. The Secretary of Defense should to* require* for every contract 
Acquisition Regulations be “Squires projection, as determined by 

the°cont rac t lng^ac t ivl ty , provisions that contain the following 

features: 

the contractor the ® ®hat Is determined to warrant 

the performance of the contrac^that ^ forelg[> acce6S . This ‘ 

b. Thb ewttactor «°«W bnc!°bC l QehacwiEe p«mlt 

Information s ° ldC "»j jjntls Without specific authorization of 
access by foreign nation , be permitted pursuant to an 

the contracting authority or as may ne p 

export license; 

i«* Vi-a rpnuired to establish internal 

c. The contractor would be^ ’ u irements described in b.. 

procedures to ioplemen should, to the extent 

***■>”•" °> p,i ° r " 
the award of a contract; and 

d . The contractor should ^ . 

procedures may be subject t P {lrm hoWs a classified 

Investigative Service (where Audit Agency (where the' 

contract) and/or the Defense Contract Auo fallure t o 

firm holds an unclasslf led c ^ ures nay constitute grounds 

establish and/or ab ide by sue) » administrative sanctions from 

•zz jsssr^is. - - — - . . 
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t. S 


' ' ™ , ,4 that S DOD directives 

other^issuances^that^relate^to »e f jX-J* « 

“sd'^EkIs^pI)" TuTmZT) should Jointly 
monitor this effort • 
p. t n ensure c ompliance: 

1. The Secretary 

carrieu r n . fMse Contract Audit 

2 The Defense Investigative Service an wit h the requirements 

r^.'snts sr«si. » «- •»->■*“ K0 

•»« ,u^„ - . h.«u w„. ■ ai _ igMi to 

3. An extenelve 

rssss 

,„1«, "■» “ ■"£ 3SJS. lariUul; •<“' «“ 

sssrjjr^wS- - »*—• 

**- 6 , . j v._ taken to redress 

j«^n!istrative measures should be taken t 

iu5Cr-StfSKS«. ”**' p 
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